In this paper, we present a new blind and robust 3-D mesh watermarking scheme that makes use of the recently proposed manifold harmonics analysis. The mesh spectrum coefficient amplitudes obtained by using this analysis are quite robust against various attacks, including connectivity changes. A blind 16-bit watermark is embedded through an iterative scalar Costa quantization of the low frequency coefficient amplitudes. The imperceptibility of the watermark is ensured since the human visual system has been proved insensitive to the mesh low frequency components modification. The embedded watermark is experimentally robust against both geometry and connectivity attacks. Comparison results with two state-ofthe-art methods are provided.
INTRODUCTION
The robust and blind watermarking technique seems an efficient solution to the emerging problem of intellectual property protection of 3-D meshes. Such watermarking methods do not need the original cover mesh for the watermark extraction and are resistant against various attacks on the stego model. In general, devising a robust and blind mesh watermarking scheme is a difficult task, mainly due to the mesh's irregular representation and the existence of many intractable attacks [1] . Some spatial methods [2, 3] use statistical mesh shape descriptors as watermarking primitives and achieve both robustness and blindness. For example, in [3] , the distribution of the mesh vertex norms is modified to hide a multi-bit watermark. This approach has been considered as the most robust blind scheme proposed so far. Watermarking in the mesh spectral domain has the advantages of being more secure and more imperceptible mainly due to the spreading effect of the embedded watermark in all the spatial parts of the stego model. However, most existing spectral methods are non-blind [4, 5] since they use combinatorial Laplacian spectral analysis [6] which is not robust against connectivity changes. Blindness in the spectral domain was first exploited in [7] . Two recently proposed blind spectral methods [8, 9] have achieved a better robustness, especially against connectivity attacks (e.g. surface simplification and remeshing). In [8] , the robustness relies on the stability of the constraints embedded in sets of high frequency coefficients. Unlike the other spectral schemes, the method of Liu et al. [9] makes use of a new mesh spectrum decomposition tool, namely the manifold harmonics analysis [10] . The manifold harmonics spectrum coefficients are quite robust, even after connectivity alterations. In Liu's method, the This work is in part supported by China Scholarship Council of the Chinese government and by the French National Research Agency (ANR) through Collaviz project (ANR-08-COSI-003-12). low frequency part of the mesh spectrum is split into 5 slots. One bit is inserted in each slot by modifying the relative relationship between the magnitude of a certain selected coefficient and the average magnitude of the other coefficients in the slot.
Our objective in this paper is to use the quantization-based data hiding technique to embed a blind and robust watermark in the manifold harmonics spectral domain of a 3-D mesh. We would like to improve the achievable watermarking capacity in this promising domain (currently 5 bits as in the scheme of Liu et al. [9] ), while preserving as well as possible the other performance metrics (i.e. security, robustness and imperceptibility). In our scheme, a multi-bit watermark is embedded through an iterative quantization of the low frequency coefficients obtained by means of the manifold harmonics analysis. The security is enhanced since the watermark is spread to all the spatial parts of the stego mesh, with a low possibility to introduce predictable spatial patterns on the mesh surface. Therefore, it is even difficult to notice its existence. A satisfactory robustness can be achieved because the low frequency information is perceptually important, and thus is less likely to be changed under attacks. It has also been shown that the human visual system is not sensitive to the low frequency component modifications of a 3-D mesh [11] . This means that we can also achieve a good watermark imperceptibility.
The remainder of this paper is organized as follows: the manifold harmonics analysis is introduced in Section 2; the proposed watermark embedding and extraction algorithms are detailed in Section 3; in Section 4, some experimental results are presented, with comparisons with the methods of Cho et al. [3] and Liu et al. [9] ; we draw the conclusions in Section 5.
MANIFOLD HARMONICS ANALYSIS
In this section, we briefly introduce the manifold harmonics analysis. Readers could refer to [10] for more details. Similar to the Laplace operator in Euclidean space, the Laplace-Beltrami operator Δ is defined as the divergence of the gradient for functions defined over a manifold S with metric tensor :
where | | denotes the determinant of , and , are the components of the inverse of . The eigenfunction and eigenvalue pairs ( , )
of the operator Δ on S satisfy the following relationship:
The above eigen-problem is then discretized and simplified within the finite element modeling framework on the vertices , =1,2,..., of the surface S . This yields the following matrix formulation: 
In the above expressions, ( ) denotes the set of triangles incident to vertex , |.| gives the area of a triangle, and , , ′ , are the two angles opposite to the edge that connects and . The eigenvectors solutions of Eq. (3) are the manifold harmonics bases, while the eigenvalues represent their associated frequencies. The bases are orthogonal with regard to the functional inner product. We then sort the bases according to the ascending order of their associated frequencies and also scale them so that they have unit norms. The spectral coefficients are calculated as the functional inner product between the geometry x (resp. y, z) and the sorted and orthonormal bases:
Finally, the -th spectral coefficient amplitude is defined as:
The object can be exactly reconstructed by using the inverse manifold harmonics transform. For geometry x (resp. y, z), we have
The first few low frequency coefficients can be efficiently calculated by using the band-by-band algorithm combined with an efficient eigen-solver such as TAUCS or SuperLU [10] . For instance, the first 100 coefficients of the Rabbit mesh having about 33.5K vertices can be obtained in less than 40 seconds on an ordinary PC.
WATERMARK EMBEDDING AND EXTRACTION
Our watermark embedding method is composed of three main steps: (a) carry out the mesh spectrum decomposition by using Eq. (5) with the mesh's manifold harmonics bases; (b) quantize the amplitudes of some low frequency coefficients to hide a 16-bit watermark , =1,2,...,16, by using the 2-symbol scalar Costa scheme [12] ; (c) reconstruct the watermarked mesh with the modified coefficients using Eq. (7).
In step (b), for each that is to be watermarked, a structured pseudo-random codebook is given by:
where is an integer, is the quantization step, ∈ {0, 1} is the watermark bit from the codeword , and is a pseudo-random sequence generated by using a secret key . As an example, can be uniformly distributed in
. The dither signal is introduced to further enhance the watermarking security. Note that the codewords in , represent bits of 0 and 1 in an interleaved manner. In order to insert a watermark bit in , we first find the nearest codeword to in the codebook that correctly represents . This means should be equal to value in the derivation of given in Eq. (8) . Then, the quantized value ′ is calculated as:
where ∈ [0, 1] represents the distortion compensation factor. The proposed bit embedding procedure consists in pushing towards , to within the interval (
, which is the decoding area of under the nearest neighbor criterion. Finally, the modified spectral coefficients˜′ (resp.˜′ ,˜′ ) can be obtained as:
The quantization mechanism is quite simple, but there are still some important details about the whole watermark embedding algorithm. Actually, two issues have to be carefully taken into account during its design: the causality problem and the invariance to similarity transformation.
First, it can be noticed that once we modify the spectral coefficients of a model from˜,˜,˜to˜′ ,˜′ ,˜′ and reconstruct the deformed object, the manifold harmonics bases of the reconstructed object are different from those of the original model. It means that after the re-decomposition of the deformed object, the obtained coefficients, denoted by˜′ ′ ,˜′ ′ ,˜′ ′ , are different from the desired values ′ ,˜′ ,˜′ . One way to solve this causality problem is to repetitively perform the quantization, in a similar way to [9] . The previously watermarked mesh is input to the watermark embedding system with its spectrum coefficients re-quantized. This process is carried out for several iterations, until all the bits are correctly embedded. In order to reduce the number of iterations, we take the following measures. First, we do not quantize the first 20 coefficients. Experimentally, modifying them will also cause noticeable alterations of the subsequent coefficients and thus increase the processing time. Second, starting from 21, we quantize every 3 out of 4 amplitudes. This creates some "buffering space" between watermarking primitives, which can effectively alleviate the causality problem. Even after taking the above two measures, sometimes we still need a large number of iterations until all the 16 primitive amplitudes are correctly quantized. Therefore, we introduce the third measure: trying to repetitively embed the 16 bits for 3 times. This repetition is capable of reducing the processing time even though we now have more amplitudes to quantize. Actually, the 16 bits are considered successfully embedded as long as the majority voting results from the corresponding repetitively embedded bits are correct. The iterative procedure can then be terminated earlier, even when there still exist embedding errors on certain "difficult" amplitudes.
Similarity transformation includes translation, rotation and uniform scaling. It can be deduced that under translation, only the first manifold harmonics base h 1 is altered. Since the first spectral amplitude 1 is not involved in watermarking, our method is immune to translation. Meanwhile, the manifold harmonics bases are kept unchanged under isometric transformation; thus, a rotation in the spatial domain , , yields the same rotation in the spectral domaiñ ,˜,˜, without any influence on the coefficient amplitudes . It can be proved that under a uniform scaling with a factor , all the spectral coefficients will be scaled by 2 . In order to be immune to scaling, we determine the quantization step of as = 2, with a constant. In this way, the codewords in Eq. (8) change proportionally with under uniform scaling so the invariance is ensured. Experimentally, can be fixed as 0.0015 for all the objects without seriously affecting the algorithm's performance.
Algorithm 1 summarizes the whole watermark embedding procedure. The first 15 steps constitute the watermark extraction algorithm. If the embedding algorithm is terminated within few iterations, the procedure can be further continued while neglecting the stop criterion at step 16, in order to get another one or two stegomodels, which probably have smaller 2 value (see step 15 for its calculation) but higher induced distortion. Then, we can select one from them as the final watermarked model according to the re-quired trade-off between the distortion and the robustness. Normally, a model with a smaller 2 value possesses a stronger robustness. 31: Return to step 1 with the reconstructed model as input.
EXPERIMENTAL RESULTS
The proposed method has been tested on several meshes such as: Rabbit (33520 vertices), Horse (36043 vertices) and Venus (67173 vertices). Table 1 details some statistics about the watermark embedding and extraction. These values represent averages of 5 trials with 5 different watermark codes. In the parentheses are the corresponding results of the Method I of Cho et al. [3] with the strength factor equal to 0.025 and with the same capacity 16 bits. All the tests were carried out on a Pentium IV 2.0GHz processor with 2GB memory. It can be seen that our approach can be successfully applied on relatively large datasets with acceptable embedding and extraction times. The objective distortion between the watermarked and original meshes is measured by Metro [13] in terms of maximum root mean square error (MRMS). A "perceptual" distance between them is evaluated by the mesh structural distortion measure (MSDM) proposed in [14] (radius equal to 0.005). Its value tends towards 1 (the- Table 1 . Baseline evaluations of the proposed method (16 bits capacity, in the parentheses are the results of Cho's method). Table 2 . Robustness evaluation results in terms of BDR (16 bits capacity, in the parentheses are the results of Cho's method).
oretical limit) when the measured objects are visually very different and is equal to 0 for identical ones. One advantage of our method is that it can introduce relatively high-amplitude deformation while keeping it imperceptible. This point has also been confirmed in Fig.  1 , where the original and watermarked Horses are illustrated. We can hardly observe any visual difference between them. The robustness of both schemes has been tested under noise addition, Laplacian smoothing (deformation factor equal to 0.03) and surface simplification through vertex reduction. The robustness is evaluated in terms of watermark bit detection ratio (BDR), defined as the ratio of the correctly extracted bits. Table 2 presents the robustness evaluation results of both methods (those of Cho's method are in parentheses), which are also the averages of 5 trials. Our method is quite robust against various attacks, as long as they do not significantly modify the shape of the mesh. However, the results are not that good on Horse. For this object we guess that the manifold harmonics bases may be sensitive to the deformation of the obtrusive parts of this model (e.g. the ears and the feet) under attacks.
Under the current parameter setting, the two methods show comparable robustness against various attacks, except for extremely strong ones, against which Cho's method is more resistant. More precisely, it seems that our method works better for mesh simplification while Cho's method performs better for noise addition and smoothing. Under this comparable robustness precondition, the watermarked models of Cho's method have lower objective distortion, while ours have a higher visual quality. Actually, Cho's method is prone to introduce some ring-like high-frequency distortions to the watermarked meshes, especially on smooth parts like the cheek of Venus (see Fig. 2.(a) ). Contrarily, the distortion induced by our Table 3 . Baseline evaluations of the proposed method (5 bits capacity, in the parentheses are the results of Liu's method). method is of low frequency and it is difficult for the human eyes to perceive it (see Fig. 2.(b) ). In all, we can conclude that the better imperceptibility of our spectral method compensates the higher computational demand when compared to Cho's spatial method.
In the following, we compare the proposed method with the scheme of Liu et al. [9] , which is also based on the manifold harmonics analysis but with a capacity of 5 bits. In order to perform a fair comparison between the two schemes, we have slightly modified our method so as to ensure the premise of a same watermarking capacity. More precisely, 5 bits are embedded repetitively for 5 times from the 21st to the 70th spectral amplitudes (therefore we quantize every one out of two amplitudes). Meanwhile, in Liu's algorithm, the 21st to the 70th amplitudes are divided into 5 slots and one bit is embedded in each slot. The parameters of these two algorithms are chosen so that they have roughly a comparable overall robustness performance. For Liu's method, we use the option of normal slot combined with non-aggressive embedding so as to introduce less distortion (the parameter in their algorithm is fixed as 0.20). Table 3 presents the comparison results concerning the execution times and the induced distortion, and Table 4 presents the robustness evaluation results of the two algorithms, also in terms of BDR. In both tables, the results of Liu's method are presented in parentheses and all the values are the averages of 3 trials. It can be seen that with a roughly comparable robustness level, our method introduces lower geometric and perceptual distortions than Liu's method. This implies that our watermarking scheme has a better trade-off between the robustness and the induced distortion.
CONCLUSION AND FUTURE WORK
A new blind and robust spectral mesh watermarking method has been proposed in this paper. A multi-bit watermark is embedded Table 4 . Robustness evaluation results in terms of BDR (5 bits capacity, in the parentheses are the results of Liu's method).
in a mesh by iteratively quantizing its low frequency spectral amplitudes obtained after a manifold harmonics transform. The main features of our method are its high imperceptibility and security, its good robustness against connectivity attacks as well as its applicability on relatively large meshes. However, our method may fail for certain objects: either the model's manifold harmonics spectral coefficients are not that robust, or it is impossible to correctly embed the watermark, even after many iterations. It would be interesting to investigate the reasons for these two shortcomings. We are also interested in improving the watermark robustness and capacity, and in devising an efficient and elegant way to solve the causality problem.
